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FRAUD AND CORRUPTION POLICY 

INTRODUCTION 

1. OAG staff are required at all times to act honestly and with integrity and to safeguard the public 
resources for which they are responsible, in line with the OAG Code of Conduct. The OAG will not 
accept any fraud or corruption; consequently, any case will be thoroughly investigated and dealt 
with appropriately. 

2. This document sets out the OAG’s policy in respect of fraud and corruption, both internal and 
external, and its response plan for handling situation when there are occurances. 

3. This policy  also facilitates the development of controls that will aid in the detection and prevention 
of fraud and corruption in the OAG. 

THE SCOPE OF THIS POLICY 

4. This policy applies to any irregularity, or suspected irregularity, involving employees as well as 
consultants, vendors, contractors, and/or any other parties in a business relationship with the OAG. 
It does not apply to fraud or corruption identified at a client as part of our audit work.  

5. Breach of this policy shall be dealt with under the disciplinary procedures within the Human 
Resources Management Policy and Procedures Manual and, in serious cases, may be treated as 
gross misconduct leading to summary dismissal. 

RESPONSIBILITY FOR IMPLEMENTATION OF THIS POLICY 

6. The Deputy Auditor General has overall responsibility for the effective operation of this policy. The 
Deputy Auditor General is responsible for monitoring and reviewing the operation of this policy and 
making recommendations for changes to minimise risks to our operations. 

7. All staff are responsible for their own compliance with this policy and for ensuring that it is 
consistently applied. Any breach of this policy should be reported to the Deputy Auditor General. 

8. The Deputy Auditor General is responsible for the interpretation of the policy and its application 
within the Office of the Auditor General. 
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9. The management team (Auditor General, Deputy Auditor General and Audit Principals) are 
responsible for ensuring procedures are in place to detect and prevent fraud and corruption. Each 
member of the management team must be familiar with the types of improprieties that might occur 
within his or her area of responsibility, and be alert for any indication of irregularity. Managers are 
responsible for: 

• Ensuring that effective internal controls are operating within their areas of responsibility 
• Assessing the types of risk involved in the operations for which they are responsible and 

responding to minimise the opportunity for fraud 

10. All staff are responsible for: 

• acting with propriety in the use of official resources and the handling and use of public funds; 
• conducting themselves in accordance with the principles of the OAG Code of Conduct; 
• being alert to the possibility that unusual events or transactions could be indicators of fraud; 
• reporting details immediately through the appropriate channel if they suspect that a fraud has 

been committed or see any suspicious acts or events; and 
• cooperating fully with whoever is conducting internal checks, reviews or fraud investigations. 

DEFINITION OF FRAUD AND CORRUPTION 

11. Fraud is the use of deception with the intention of obtaining personal gain, avoiding an obligation or 
causing loss to another party.  Fraud can be used to describe a wide variety of dishonest behaviour 
such as forgery, false representation and the concealment of material facts. The fraudulent use of IT 
resources is included in this definition, where its use is a material factor in carrying out a fraud.  
Corruption is dishonest activity in which a person acts contrary to the interests of the Office and 
abuses his/her position of trust in order to achieve some personal gain or advantage for themselves, 
or provide an advantage/disadvantage for another person or entity. 

12. Actions constituting fraud and corruption include, but are not limited to:  

• any dishonest act; 
• misappropriation of funds, securities, supplies, or other assets; 
• impropriety in the handling or reporting of money or financial transactions;  
• profiteering as a result of insider knowledge of Office or client activities; 
• disclosing confidential and proprietary information to outside parties; 
• accepting or seeking anything of material value from contractors, vendors, or persons providing 

services/materials to the OAG. (Refer to the OAG Code of Conduct regarding the acceptance of 
hospitality and gifts); 
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• destruction, removal, or inappropriate use of records, furniture, fixtures, and equipment; and/or  
• any similar or related irregularity  

13. If there is any question as to whether an action constitutes fraud, contact the Deputy Auditor 
General for guidance. 

REDUCING THE OPPORTUNITY FOR FRAUD OR CORRUPTION- SEPARATION OF DUTIES 

14. The opportunity for fraud and corruption must be reduced wherever possible. Allocating 
responsibility for too many functions to one person can constitute a high risk that should be 
avoided. The risk of fraud and corruption can be reduced by ensuring proper separation of duties.  
For example, more than one person should be involved in ordering, receiving and authorising 
payments for goods or services. 

15. The separation of key functions forms an integral part of systems control and is essential to 
minimise the potential scope for irregularity by staff acting on their own.  

16. Without adequate separation of duties, the effectiveness of other control measures may be 
undermined. Where resources are limited and separation of duties is not possible, alternative 
management controls – such as supervisory monitoring - must be employed. 

ROBUST SYSTEMS OF CONTROL 

17. Appropriate preventive and detective controls should be put in place to counter the risk of fraud 
and corruption. Procedures set up to prevent and detect fraud and corruption should be 
proportional to the risk involved and be carefully followed and monitored. 

18. Preventive controls are designed to limit the possibility of a fraud occurring e.g. separation of duties. 
Detective controls are designed to spot errors, omissions and fraud after the event e.g. supervisory 
checks and reconciliations.  

19. Managers with responsibility for awarding contracts, making payments, authorising grants and other 
financial transactions must ensure they have well documented and operational control procedures. 
It is important, for example, that: 

• there is adequate separation of duties and proper authorisation processes for payments; 
• staff are familiar with operational procedures; 
• accounting and other records, such as cash balances, bank balances, physical stock counts, 

are reconciled with the actual position; and 
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• staff who may be having financial difficulties or whoare bankrupt or insolvent are not 
employed on duties which might permit the misappropriation of public funds. 

THE IMPORTANCE OF MONITORING 

20. Many instances of fraud and corruption are due to failure to comply with existing controls. It is vital 
that good control systems are supported by supervisory checking and alertness to the risks of fraud. 

21. Managers have the prime responsibility for ensuring their systems are sound and that they are 
operating as intended.   Monitoring procedures that are carried out in this regard should be well 
documented and available for review and / or audit.  Both internal and external auditors have a role 
in monitoring the effectiveness of the systems and controls in place by carrying out independent 
reviews. 

IDENTIFICATION OF FRAUD AND CORRUPTION 

22. External and internal fraud is not always easy to identify. Often suspicion may be raised but it is not 
acted on and reported. Fraud is often committed where there is: 

• Opportunity to commit fraud. This is where internal controls are weak and access to assets and 
information allows fraud to occur. 

• Rationalisation that justifies fraudulent behaviour. This can be for a variety of reasons. The OAG 
has a zero tolerance approach to fraud. 

• Motivation or a need for committing fraud. This can be for financial reasons or other motivating 
factors. 

RED FLAGS 

23. Managers and staff must always be alert to the risk of fraud, theft and corruption. Red flags of 
external fraud include: 

• photocopies of documents when originals would be expected; 
• discrepancies in information e.g. signatures and dates; 
• unexpected queries from stakeholders or suppliers e.g. bank account detail changes; 
• requests for non-standard types of payment; and 
• unexpected trends or results e.g. from reconciliations. 

24. Danger signs of internal fraud include: 

• evidence of excessive spending by staff in cash/contract work; 
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• inappropriate relationships with suppliers; 
• reluctance of staff to take leave; 
• undue possessiveness of or anomalies between work records; 
• pressure from colleagues to avoid normal control procedures; and 
• abnormal travel and subsistence claims, overtime or Flexible Working Hours patterns. 

REPORTING FRAUD AND CORRUPTION 

25. The red flags highlighted in this policy are far from exhaustive and any indication of fraudulent or 
corrupt activity should be reported. Managers and staff must always be alert to the risk of fraud, 
theft, bribery and corruption. 

26. Staff should report any suspicions either to their line managers, the Deputy Auditor General or 
Auditor General. If the suspicions implicate the Auditor General, they should report their suspicions 
to the Deputy Governor or the Governor. 

27. All reported suspicions of fraud or corruption should be dealt with in confidence, and information 
will only be made available to other parties where there is legitimate interest for them to know. 

RESPONDING TO FRAUD AND CORRUPTION 

28. Thorough investigations should be undertaken where there is suspected fraud or corruption and the 
appropriate legal and/or disciplinary action should be taken in all cases. Appropriate disciplinary 
action should also be taken where supervisory or management failures have occurred. 

29. Investigating fraud is a specialised area of expertise, and those tasked with any investigation work 
should have received appropriate training, including the gathering of evidence. Investigations should 
not be undertaken by untrained staff. Specialist advice, such as Internal Audit, HR and Legal advice 
should be taken where necessary and as early as possible. 

ENFORCEMENT 

30. All cases of actual or suspected fraud or corruption will be vigorously and promptly investigated and 
appropriate action will be taken. The police will be informed where considered appropriate. In 
addition disciplinary action will be considered not only against those members of staff found to have 
perpetrated frauds but also against managers whose negligence is held to have facilitated frauds. 
Both categories of offence can be held to constitute gross misconduct, the penalty for which may 
include summary dismissal. 
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FRAUD RESPONSE PLAN 

PURPOSE 

31. This Fraud Response Plan sets out arrangements to ensure that when suspected frauds or 
corruption against the OAG are reported effective action is taken to:  

• investigate the circumstances; 
• minimise the risk of subsequent loss; 
• ensure that appropriate recovery action is taken or, failing recovery, to initiate action to write 

off any losses; 
• remedy any weaknesses in internal control procedures; 
• initiate disciplinary and legal procedures, where appropriate; and 
• demonstrate that the OAG is serious about deterring fraud and corruption. 

APPLICATION 

32. These procedures apply to the OAG and all staff of the OAG. 

FRAUD RESPONSE GROUP 

33. The Fraud Response Group (FRG) comprises the OAG senior management team. The functions of the 
Fraud Response Group include: 

• to receive and record information (anonymously or otherwise) about suspected frauds, from 
individual members of staff or the public; 

• to consult and coordinate on counter fraud matters as required; agree what action, assistance 
and communication is required from within OAG, Cayman Islands Government  and external 
sources (e.g. Police); and 

• to ensure that, where it is considered appropriate, the Governor, Deputy Governor and /or the 
external auditors are informed about relevant cases as soon as possible after they come to light 

  

mailto:riskmanagement@scotland.gsi.gov.uk
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INVESTIGATIONS 

34. Following the reporting of suspicions of fraud or corruption to either line managers, the Deputy 
Auditor General or Auditor General the information must be passed on to the FRG for coordination 
purposes. The FRG will then determine whether any allegations warrant further action or 
investigation, taking advice from specialists (e.g. HR, Internal Audit or Legal) as appropriate 

35. If further action or investigation is agreed, the FRG should initiate the following action, insofar as it 
is appropriate to the particular case:  

• confirming the investigative arrangements and reporting lines; 
• secure records and assets, including restrictions on access to offices and computer terminals; 
• based on advice from HR, involving Legal as required, consider the prima facie case for 

suspension of OAG members of staff who are the subject of allegations; 
• agree the scope and nature of any investigative work required to establish the facts of a 

particular case; 
• notify Governor and Deputy Governor as appropriate; 
• decide whether the appropriate Police contacts should be informed, and in the case of breaches 

of the Anti-Corruption Law whether the Anti-Corruption Commission should be informed; and 
• agree a timetable for completion of any agreed actions. 

36. The appropriate party to undertake the investigation will depend on the circumstances, but options 
may include by Internal Audit, HR Audit, POCS or an Independent Investigating Officer. 

37. Any investigation will take account of any relevant work or recommendations by a specialist area 
e.g. Internal Audit and HR reports. 

38. The terms of reference for any investigative work should be considered carefully. Investigations 
should not be restricted solely to allegations against an individual that may lead to a charge of gross 
misconduct. If there is a possibility that instances of serious misconduct (e.g. misconduct other than 
fraud) may also have occurred, these should be investigated at the same time as the fraud 
allegations. 

SELECTION OF INVESTIGATING OFFICER 

39. The appointment of the independent Investigating Officer shall be made by the Auditor General on 
the advice of the FRG. The Investigating Officer should have the appropriate skills to undertake an 
investigation and, if necessary, knowledge of the area of work under investigation. The Investigating 

mailto:riskmanagement@scotland.gsi.gov.uk
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Officer should be a person who has not had close personal or work related ties with the person 
under investigation. 

ACTION ON INVESTIGATION FINDINGS 

40. As soon as possible after investigations have been completed and the FRG is satisfied that no further 
investigations are required, it must ensure that: 

• disciplinary action, if any, is being taken (in line with Disciplinary Policy and Procedures); 
• disciplinary action, if any, is being taken if the initial allegation appears to be malicious; 
• the form and content of any report to the Governor and/or Deputy Governor is appropriate; and 
• the Police/Anti-Corruption Commission is notified if required. 

CASE CLOSURE, FOLLOW UP AND REVIEW 

41. Where evidence of fraud or serious misconduct has been identified, the FRG should consider 
whether any action needs to be taken to prevent a recurrence. In such cases, an action plan should 
be drawn up setting out recommendations.  

42. Action plans will include the required steps to take in response to an investigation’s findings. An 
occurrence of fraud may hold lessons to be learned for other areas of Government or the whole of 
the Cayman Islands Government. The FRG should ensure that all appropriate action is taken forward 
effectively. 

43. In any case where such a charge of gross misconduct has been brought but a disciplinary hearing 
does not uphold the charge or an appeal overturns the  decision, the FRG must consider whether, in 
light of this information, there are lessons to be learned in terms of the handling of cases and 
whether the Fraud Response Plan and related guidance is operating effectively. 

44. The FRG should make recommendations for any changes to procedures that it considers necessary 
in light of the outcome of individual cases. 

CONFIDENTIALITY 

45. Members of the FRG will receive the appropriate information relating to individual cases. They must 
treat all information relating to individual members of staff on a confidential basis and should 
ensure that it is only passed on to colleagues on a strictly need to know basis.  
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REPORTING CASES OF FRAUD 

46. Instances of corruption, fraud and any losses incurred will be reported in the OAG’s annual report. 

EXTERNAL FRAUD 

47. External frauds are frauds perpetrated by third parties against the OAG (e.g. contract fraud). 
Procedures for responding to suspected external fraud, insofar as they are appropriate to the 
particular case, may include the following: 

• a report by operational management on the circumstances; 
• a formal assessment of whether the evidence tends to substantiate fraud. Any invalid claims or 

invoices that could reasonably be argued were submitted in good faith should not normally be 
regarded as fraud; 

• notification of the Police where appropriate; 
• recovery action; and 
• consideration of control procedures and lessons learned. 

48. It will normally be sufficient to alert CSD about any cases of internet scams. If fraud by a supplier is 
suspected, the appropriate finance officials in the Ministry of Finance should be kept informed of 
developments which may impact the wider public service. Cases of straightforward theft (which 
does not qualify as fraud) should be reported to the police for action. 

49. If there is any suspicion of collusion on the part of OAG members of staff in a suspected or 
discovered external fraud, the procedures relating to internal fraud should apply as appropriate, 
given any requirements arising from ongoing Police investigations. 
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